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DRAFT Safe Sharing of Misconduct Learning Guidance

Introduction
The purpose of this guidance is to support fire and rescue services in how to safely share learning from misconduct cases. When misconduct allegations are raised, an effective, sensitive, and confidential response is central to protecting the parties involved and reaching a safe outcome for the service. This response may include an initial incident assessment and response, interim measures, an internal investigation, cooperation with external investigations, a disciplinary hearing, and any other necessary processes. If responses to misconduct cases are managed with a reflective, evaluative approach and grounded in learning from prior cases, it can support the effectiveness of these processes for a fire and rescue service. 
Services who review how misconduct cases are handled can provide wider insights into their service’s culture, its approach to incident management, and the effectiveness of its policies and processes. A service’s desire and willingness to reflect, learn, and evaluate its approach also supports a positive learning culture that improves outcomes for employees. It is therefore crucial that learning is captured and shared safely and effectively to support improvement in services and across the fire and rescue sector.
This guidance refers to 'misconduct cases'. Misconduct cases include: 
· cases where misconduct allegations are managed informally
· cases where misconduct allegations are raised and they are investigated and managed formally
· cases where misconduct allegations are raised and they are not upheld following investigation
· cases where misconduct allegations are raised and they do not meet the threshold for 'misconduct' but still raise concern
Misconduct cases may follow a disciplinary process and investigation, but they may also be managed informally. They may also be covered by a service’s anti-bullying and harassment policy, grievance policy, performance management policy, or absence management policy.
Please note that this guidance provides general good practice advice and does not constitute legal advice. Fire and rescue services remain responsible for ensuring compliance with applicable legislation and should seek legal and data protection advice where appropriate.

This guidance covers: 
1. Who is this guidance for
2. How to use this guidance
3. Why services should identify and share learning from misconduct
4. What recommendations has HMICFRS given around learning from misconduct cases?
5. Glossary of key terms
6. Key principles
6.1. Organisational Learning
6.2. Legal compliance and data protection
6.2.1. Two-stage identifiability tests (for all learning) 
6.2.2. Data protection for sharing learning internally
6.2.3. Data protection for sharing learning externally
6.3. Accountabilities, assurance, and implementation
6.4. Live cases and cases involve criminal or safeguarding investigations
6.4.1. Sharing urgent, critical information during a live case
6.5. Wellbeing considerations
7. Capturing and identifying learning
7.1. Continuous learning approach
7.2. Organisational Learning ‘bowtie method’
7.3. Effective learning analysis 
7.4. Learning themes that may result from misconduct cases
8. Sharing learning
8.1. Safe sharing checklist
8.2. Sharing learning with NFCC and other UK fire and rescue services
8.3. Sharing learning internally within a service
9. Appendix and references

1. Who is this guidance for
This guidance is designed to support services in safely identifying and sharing learning from misconduct cases. Who has the responsibility for identifying and sharing learning from misconduct can differ from service to service, and this can involve a number of different roles. 
[bookmark: _Int_HBXIEMfg]This guidance is for colleagues who have any involvement or responsibility in the identification, sharing, or authorisation of learnings from misconduct.  
This includes, but is not limited to: 
· senior leaders with responsibility for managing misconduct matters 
· professional standards and conduct leads 
· professional standards practitioners (including HR, employee relations, and professional standards teams) 
· information governance teams 
· data protection officers 
· legal teams 
· communications teams 
Services should ensure that the appropriate authorisation has been given to identify and share learning from misconduct cases. It is up to services to determine their own internal governance arrangements to ensure that an appropriate authorisation route is established, and that accountabilities and responsibilities are clear. 
 
2. How to use this guidance 
When read from beginning to end, this guidance will support services in safely identifying and sharing learning from misconduct.  
How services use this guidance may differ depending on whether they are developing, looking to develop, or have already established a framework for identifying and sharing learning from misconduct.  
This guidance refers to key principles of employment and data protection law. These principles require services to engage with their colleagues across professional standards and information governance to ensure that all legal requirements are met in this space. Where appropriate, services may also wish to seek legal advice to ensure they are meeting their obligations when identifying or sharing learning from misconduct. 
This guidance does not constitute legal advice, and services are advised to seek their own independent legal advice where they require further guidance to the law in this space.

3. Why should services identify and share learning from misconduct?
Identifying and sharing learning from misconduct cases benefits fire and rescue services on multiple levels. 
Learning how misconduct cases are raised, prevented, and informally or formally managed in a service can improve that service’s management of future cases. Learnings could result in changes to: 
· policies
· training
· guidance
· procedures

Preventing and effectively handling misconduct cases supports the safety and wellbeing of employees and enables effective operational activity. Effective operational activity helps keep members of the public safe. 
On a service level, learning from misconduct cases helps to identify cultural patterns, trends, and issues. If a service commits to actively learn from misconduct cases, they can also build greater trust in their organisational processes and create a culture that embeds the Core Code of Ethics.
On a sector-wide basis, sharing learning across fire and rescue services allows Organisational Learning to create a positive impact across the whole sector. It can also facilitate greater collaboration, safety, and improvement for all UK fire and rescue services, their workforce, and the communities that they serve. 

4. What recommendations has HMICFRS given around learning from misconduct cases?
In its 2024 report titled Standards of behaviour: The handling of misconduct in fire and rescue services, His Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) set out a number of recommendations for UK fire and rescue services on their handling of misconduct. 
Recommendations 14 and 15 directly relate to how services should be actively identifying and sharing learning from misconduct cases.
Recommendation 14 recommends that services should have a process that supports the oversight and scrutiny of their performance on misconduct issues.  
"This process should provide:
· a strategic overview of performance and analysis of trends, including disproportionality;
· regular reporting of issues, outcomes and trends to the fire and rescue authority; and
· identification of learning outcomes and how they will be shared with fire and rescue service staff, to prevent repeat behaviours."

Recommendation 15 recommends that services should have a process in place "for sharing learning from misconduct cases that have been resolved while preserving the confidentiality of all parties involved. Any learning should feed into the national system, when established."

5. Glossary of key terms

ICO (Information Commissioner's Office)
The UK's independent authority responsible for upholding information rights and regulating data protection legislation, including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. The ICO provides guidance on the lawful handling, sharing, and protection of personal information.

DPO (Data Protection Officer)
An individual with responsibility for advising on data protection compliance, monitoring adherence to data protection requirements, and providing guidance on the appropriate handling and sharing of personal information. The DPO may be consulted when considering how learning from misconduct cases can be shared safely and lawfully.

Learning culture
An organisational culture that encourages continuous improvement, reflection, knowledge sharing, and learning from experience. Within a learning culture, learning from misconduct cases are used to improve understanding, strengthen practice, and reduce the likelihood of recurrence while maintaining appropriate confidentiality.

Case debrief
A structured discussion held after the conclusion of a misconduct case to review how the case was handled, identify learning, consider opportunities for improvement, and agree any resulting actions.

Identification by jigsaw
An anonymisation concept whereby an individual is identified by combining several pieces of information that, read on their own, would not identify that individual. The risk of jigsaw identification should always be considered when anonymising misconduct learning.


6. Key Principles 

6.1 Organisational Learning 
Please note that this section is based on information from NFCC Organisational Learning resources, available on the NFCC Organisational Learning website. This guidance should be read alongside these resources, including the Organisational Learning: Good Practice Guide.

What is Organisational Learning?
According to the Organisational Learning website, “Organisational learning is a process of considering the widest possible evidence base to identify notable practice, and highlight where improvement or change is needed at a national (NFCC) or local (FRS) level. This analysis informs action within NFCC and fire and rescue services to drive continual improvement in the quality of service delivered to the public.”
At its core, Organisational Learning is about turning identified learning into actions. Those actions support improvements in organisational practices and culture. In Organisational Learning, every improvement counts and contributes towards embedding learning in strategy and creating safer teams and organisations.
For further Organisational Learning guidance, please refer to NFCC Organisational Learning resources.

Core components of Organisational Learning
This section is based on information found on the NFCC Organisational Learning website and the Organisational Learning: Good Practice Guide. 
Effective organisational learning is supported by a number of organisational factors. These include systems thinking, leadership values and behaviours, and a learning culture. 

Systems thinking 
A holistic approach that seeks to understand complex issues by looking at the wider relationships and patterns with other parts, as well as at the system as a whole. Instead of asking a simple ‘who’ question, systems thinking leads to a ‘what’ and ‘why’ approach to asking initial questions.

Leadership values and behaviours
Leaders who model and embody the following values and behaviours help their wider team and organisation engage effectively with Organisational Learning: 
· Accountability
· A willingness to learn and improve
· Embodying the behaviours defined in the NFCC Leadership Framework
· The Core Code of Ethics values, notably integrity, dignity, and respect

Learning culture 
In a learning culture, colleagues feel psychologically safe to speak up on issues, identify and share improvement ideas, and participate in learning.
Organisational Learning process
This section is based on information found on the NFCC Organisational Learning: Good Practice Guide. 
The NFCC Organisational Learning process has 5 key steps. This process follows the NFCC Organisational Learning process, but the principles also apply in the development of a service’s internal learning process:
1. Identification of learning: seeking and gathering learning from a wide range of sources. 
2. Analysis and recommendations: reviewing findings, collating additional information, and identifying possible improvements.
3. Risk assessment and prioritisation: triaging the learning by assessing the risk, reviewing effectiveness of existing controls, and assigning a priority rating. 
4. Share learning: sharing and discussing learning with relevant stakeholders.
5. Change and evaluation: embedding learning in line with strategic plans and assessing the benefits of change.

6.2 Legal compliance and data protection
When considering sharing learning from misconduct cases, data protection needs to be a priority from the outset. It is a priority in both learning that is shared internally or externally with other organisations. 
Please note that this guidance advises on the identification and sharing of learning from misconduct cases. Confidential case details which could influence a service’s case outcome or legal position should never be shared as part of a learning output. 
Please also note that depending on the size of a service, there may be an increased risk of sharing misconduct learning that inadvertently identifies a case or individual involved. If a service has any doubt in being able to share learning from misconduct safely, either internally or externally, this should be discussed with their internal professional standards lead and data protection officer. Additionally, legal advice should be sought where required. This could include concerns over whether the learning can be safely anonymised, or if anonymisation is sufficient to prevent an individual involved from being identified. If a small service wants to share learning externally but reduce the risk of identifiability, the service could combine and share anonymised learning as part of a group exercise with other services who are in the same region. This allows the service to identify and share broader themes while still applying data protection principles. 
Services should consider the following to support the safe identification and sharing of learning both internally and externally:
Conduct a ‘two-stage identifiability assessment’
A service should conduct a two-stage identifiability assessment before sharing any anonymised learning from misconduct cases. The first stage is the ‘motivated intruder’ test. This test asks if a motivated individual from the intended audience could, using all the practical steps and means that are reasonably likely to be used, identify the individuals the information relates to. The second stage is having an appropriate reviewer review the learning. For example, a service’s Data Protection Officer (DPO).
Further information about this test can be found under the ‘Two-stage identifiability assessments’ section.
It is important that that the employees who carry out any anonymisation and authorise the sharing of anonymised learning are adequately trained to do this safely. Seek advice from your DPO where required.

Focus on the learning
A service should focus on the learning and any identified actions rather than the case itself. A service should assess what has been learnt and how it will impact future practice.

Example: a learning output states that “a firefighter at a two-pump station was dismissed in March for sending offensive messages to a colleague.” The learning output contains no names. However, anyone at that station or in a small service with only one two-pump station could readily identify both the employee and the colleague who complained. To that audience, the learning output is personal data. 
By contrast, a learning output stating “reviews of several cases across the region found that managers were unsure when online messaging between colleagues should be escalated” is unlikely to identify anyone and highlights specific learning.

Complete a Data Protection Impact Assessment (DPIA) 
A service should complete a DPIA on how learning from misconduct cases is identified and shared. The Information Commissioner’s Office (ICO) defines a DPIA as “a process designed to help you systematically analyse, identify and minimise the data protection risks of a project or plan.” 
The ICO provides guidance and a template for completing a DPIA on their website.


Services should ensure clarity and accountability for how they use and manage data

Services should store any drafts and the version history of the learning identified securely, as the drafts are also considered personal data. Set retention periods for any records that are used, ensure that the retention periods are included in your records retention policy, and ensure that retention periods are reviewed regularly.
Consider if any data sharing agreements or data processing agreements need to be put in place. For example, if a service is sharing learning with a new external party a data sharing agreement may need to be established, or existing agreements may need to be updated to reflect a service’s processing and sharing activities.
Ensure that all employees in your service are being informed about how their personal data is processed by the service, including how their data is used for learning purposes.
Services should ensure that the following sources state how their employees' personal data is processed, the lawful basis for processing it, and the employees’ right to object to this:
· Staff privacy notices
· Relevant policies and policy documents, including those covering organisational learning
· Their Record of Processing Activities (ROPA)


6.2.1 Two-stage identifiability tests (for all learning)
Please note that the guidance in this section is summarised from the ICO’s guidance on ensuring anonymisation is effective. This guidance should be read alongside the ICO’s anonymisation advice. 
A two-stage identifiability test should be completed when sharing any anonymised learning from misconduct cases. The first stage is the ‘motivated intruder’ test, and the second stage is having an appropriate reviewer review the learning. This could be a service’s DPO.
[bookmark: _Int_Dpghc4mX]The ICO defines the motivated intruder test as “a test which consider all the practical steps and all the means that are reasonably likely to be used by someone who is motivated to identify the people whose personal data the anonymous information is derived from. The test is used to assess the identifiability risk of (apparently) anonymous information.” 
The test asks whether a motivated individual from the intended audience could, using all the practical steps and means that are reasonably likely to be used, identify the individual or individuals that the information relates to.
The test should not be limited to determining only if the subject or subjects of the case or cases can be identified. When completing this test, a service should consider whether any individuals involved can be identified. 
The ICO advises that if you carry out this assessment internally, “you should involve staff with appropriate knowledge and understanding of both your anonymisation techniques and of any other data that could be used for identification.”
The ICO advises that “your motivated intruder test should consider: 
· the nature, type and volume of information you process; 
· the likelihood of someone wanting to attempt to identify people, for whatever purpose;  
· the range of capabilities an intruder may have;  
· the information that they may already have (or can access); and 
· the controls you deploy within your data environment to prevent this.”

After a service has completed a motivated intruder test, a service should have an appropriate reviewer review the learning for any information that could identify the individuals involved. This appropriate reviewer is likely to be a service's DPO.

Motivated intruder test example: an HR Manager drafts a learning output and asks, “Could a determined colleague in this service, using what they already know, piecing together local gossip, social media, or a published employment tribunal judgment, work out who this is about?” If the answer is yes, the summary is revised. The DPO then reviews the revised version to determine if any individuals can be identified. Once approved, it is then shared with its intended audience.

What if an employee can identify themselves? 
If an employee can identify themselves based on their own knowledge of the case, and effective anonymisation has been carried out to remove their personal data, this does not necessarily mean others can identify them. The motivated intruder test is about whether the intended audience could reasonably identify them. If the learning output from the misconduct case is genuinely anonymous to all its recipients, it is not personal data. However, the process of producing an anonymised learning output is still processing the data of the individuals involved. The individuals involved will have data protection rights, including the right to be informed on these activities. 
If some of the intended audience is likely to identify an individual involved in the finalised learning output, such as the employee's own team or service, it is personal data in that context, and the learning should never be shared.

Example: a dismissed employee reads a NFCC thematic report and recognises that a reference to “delays in arranging a disciplinary hearing” is about their case. If the report was anonymised and nobody else could link it to them, the report is not their personal data. However, if the report included details that allowed former colleagues to identify the dismissed employee, the fire and rescue service should treat this as a potential personal data breach. They should seek advice from their DPO and consider withdrawing or amending the report.
In either case, a service's data privacy notice should have still told the employee that case records may be used to identify learning and provided them with information about their right to object.

6.2.2 Data protection for sharing learning internally
Local data protection policy should be followed when sharing learning internally within services. The sharing of case learning internally is covered by the UK GDPR (General Data Protection Regulation), Data Protection Act 2018, and Data (Use and Access) Act 2025. 
The following conditions must be met for a learning output to meet the criteria for safe internal sharing:
1. According to the ICO, data processing must be proven necessary for a purpose. Necessary means there is a targeted, reasonable, and proportionate way of achieving a specific purpose, with a lawful basis to do so.  

2. The ICO states that any processing activity must have a lawful basis under Article 6 of the UK GDPR. Services should seek advice from their data protection officer regarding the appropriate lawful basis for processing and sharing misconduct learning internally.

3. Processing special category data or criminal offence data requires an additional lawful basis. Special category data is also known as highly sensitive data. If special category data is involved Article 9 UK GDPR must also be followed. If criminal offence data is involved, Article 10 UK GDPR must also be followed. 
a. Guidance from the ICO on lawful bases for processing, special category and criminal offence data can be found here:
i. A guide to lawful basis
ii. Special category data 
iii. Criminal offence data 

4. Appropriate safeguards must also be in place. Safeguards for sharing learning data internally include but are not limited to:

Anonymisation
Wherever possible, data shared in internal or external learning cases should be fully anonymised, and only what is necessary to achieve the specified purpose should be shared. Here is guidance from the ICO on anonymisation. 

In practice, this can be implemented by sharing learning where unnecessary or sensitive case details are not referenced, subjects are anonymised, and only the necessary learning is shared as part of the learning exercise

Care should be taken to ensure individuals could not reasonably be identifiable to anybody within the intended audience. This can be determined using the two-stage identifiability test. Please refer to the two-stage identifiability test section of the guidance for more information.

Processing data safely
Data processed for learning should not cause damage or distress, have a harmful impact, influence case decisions or outcomes, or result in repercussions for the individuals involved. This is true whether the data is processed internally or shared externally
Processing that causes unnecessary harm, distress, or adverse impacts may indicate that the processing is not compliant with data protection principles such as fairness, necessity, and proportionality
In practice, this can be implemented by sharing learning where unnecessary or sensitive case details are not referenced, subjects are anonymised, and only the necessary ‘lessons learnt’ are shared as part of the learning exercise

Data Protection Impact Assessment (DPIA)
Services should complete a DPIA for the processes they use to identify and share learning from misconduct. The ICO define a DPIA as “a process designed to help you systematically analyse, identify and minimise the data protection risks of a project or plan.” On its website, the ICO provide guidance and a template for completing a DPIA.

Seek advice from the service's Data Protection Officer (DPO)
Services should seek advice from their local DPO for data protection advice relating to the processing of data for learning purposes and where necessary, legal advice.

6.2.3 Data protection for sharing learning externally
The following conditions must be met for a learning output from a misconduct case to meet the criteria for safe external sharing:
1. According to the ICO, data processing must be proven necessary for a purpose. Necessary means there is a targeted, reasonable, and proportionate way of achieving a specific purpose, with a lawful basis to do so.  

2. The ICO states that any processing activity must have a lawful basis under Article 6 UK GDPR. Services should seek advice from their data protection officer regarding the appropriate lawful basis for processing and sharing misconduct learning internally.

3. Processing special category data or criminal offence data requires an additional lawful basis. If special category data is involved, Article 9 UK GDPR must also be followed. If criminal offence data is involved, Article 10 UK GDPR must also be followed. 
a. Guidance from the ICO on lawful bases for processing, special category and criminal offence data can be found here: 
i. A guide to lawful basis
ii. Special category data 
iii. Criminal offence data 

4. Appropriate safeguards must also be in place. Safeguards for sharing learning data externally include but are not limited to:
Anonymisation
Wherever possible, data shared in internal or external learning cases should be fully anonymised, and only what is necessary to achieve the specified purpose should be shared. Here is guidance from the ICO on anonymisation.

In practice, this can be implemented by sharing learning where unnecessary or sensitive case details are not referenced, subjects are anonymised, and only the necessary ‘lessons learnt’ are shared as part of the learning exercise.
Care should be taken to ensure individuals could not reasonably be identifiable to anybody within the intended audience. This can be determined using the two-stage identifiability test. Please refer to the two-stage identifiability test section of the guidance for more information.

Processing data safely
Data processed for learning should not cause damage or distress, have a harmful impact, influence case decisions or outcomes, or result in repercussions for the individuals involved. This is true whether the data is processed internally or shared externally
Processing that causes unnecessary harm, distress, or adverse impacts may indicate that the processing is not compliant with data protection principles including fairness, necessity, and proportionality.
In practice, this can be implemented by sharing learning in which unnecessary or sensitive case details are not referenced, where subjects are anonymised, and only the necessary learning is shared as part of the learning exercise

Data Protection Impact Assessment (DPIA)
Services should complete a DPIA for the processes they use to identify and share learning from misconduct. The ICO define a DPIA as “a process designed to help you systematically analyse, identify and minimise the data protection risks of a project or plan.” On its website, the ICO provide guidance and a template for completing a DPIA.

Seek internal data protection advice and advice from involved organisations
When sharing with external organisations, services should seek internal data protection advice from their service (for example from their DPO) and advice from the external organisations involved on how data protection can be managed.

Example: NFCC anonymises learning that is analysed and shared in reports or published notes. NFCC does this by grouping submissions by themes and removing reference to the fire and rescue services who submitted the information. This information is removed unless the service has given permission or the information is already available in the public domain.

Seek advice from DPO
Please seek advice from your local DPO for data protection advice relating to the processing of data for learning purposes and legal advice where necessary.

If data is shared with NFCC through Organisational Learning submissions, NFCC can only use the information shared to inform sector-wide improvements. Only the organisation who submits the learning and authorised NFCC employees are allowed to view the submission. If needed, a service should contact OrganisationalLearning@nfcc.org.uk for advice on misconduct learning that is submitted through the portal.
Any queries on data protection in relation to NFCC Organisational Learning should be shared with the NFCC Organisational Learning team (OrganisationalLearning@nfcc.org.uk). 
Services should email OrganisationalLearning@nfcc.org.uk if they do not know who their service’s point of contact for Organisational Learning is, or if they require any further information. 

6.3 Accountabilities, assurance, and implementation
How and if learning from misconduct cases is shared should be a decision that is documented, risk-assessed, and made by an employee of appropriate seniority. This employee is likely to be a service’s lead for professional standards and conduct. 
The decision to share any learning from misconduct cases needs to be documented and auditable in a formal action log. An action log should evidence the following: 
· Who authorised sharing (individuals, relevant boards, groups, committees)
· What risk assessment was carried out
· Version control history, including the changes made to anonymise information
· Audience and channels of where the learning is shared
· Date the learning is shared

Creating a formal action log can support the implementation of misconduct learning and provide assurance to track the processes undertaken to ensure that the sharing of the learning output is safe.
Creating and keeping a formal action log for misconduct learning could amount to data processing and needs to be compliant with data protection law. Where high-risk cases are involved, consider seeking advice and approval from your data protection officer before including any learning from high-risk cases in logs or documentation. Any identified learning from misconduct should have clear, defined, and practical actions. They should be clearly logged, owned, and have an appropriate forum or governance structure in place to be tracked and reported into. A service could create a regular meeting for their professional standards team to review the service’s misconduct cases with the specific purpose of identifying learning. 
Clearly logging and tracking learning from misconduct cases and their associated actions ensures that learning is not just noted but actively implemented and embedded. Learning may result in new or updated training, processes, policies, and practices.
Once learning from a misconduct case has been identified, shared where appropriate, and logged, actions from that learning should then be implemented and reviewed. A service may review identified learnings against current casework, policies, procedures, and case management practices. A service may also find it necessary to follow up with involved parties where appropriate to share key learning and the actions that will be taken as a result.

6.4 Cases that are live, or involve criminal or safeguarding investigations 
In addition to full compliance with data protection law, the serious nature of misconduct cases may require additional safeguards to be undertaken when identifying and sharing learning. 
Please note that this guidance advises on the identification and sharing of learning. Confidential case details which could influence a service’s case outcome or legal position should never be shared as part of a learning output.
If allegations of serious misconduct require external investigation, such as police or safeguarding investigations, the sensitivity and confidentiality of these processes may prevent the sharing of learning internally or externally. The police, Local Authority Designated Officer (LADO), or both should be consulted before any learning is shared from these cases. This ensures that sharing the learning will not prejudice investigations or proceedings.
Criminal cases are more likely to be publicly reported through the press or in court lists, which makes ‘identification by jigsaw’ easier. Identification by jigsaw is where identification is possible through information found from multiple sources. The information shared by one source, such as a service, may not be sufficient enough to identify a case. However, in combination with other sources such as the news or local gossip, the case could be identified. If the details of a case are public, for example through a reported conviction, services should assume that the case is identifiable. Therefore, services should consider alternative means of sharing the learning.

Example: an HR director refers a firefighter to a LADO following concerns about conduct during a school visit. In response, the police begin an investigation. The referral is made immediately and is not delayed by any process to identify, analyse, or share learning. During the investigation, the fire and rescue service may only share urgent safety measures with the managers who need to implement them, without referring to the allegation. For example, this could be a temporary change to the arrangements for employees attending school visits. Once proceedings have concluded and the police and LADO have confirmed there is no objection, the fire and rescue service may share learning but not refer to the facts of the case. This could be “our safeguarding training did not clearly explain the requirements for one-to-one contact with children.” 

6.4.1. Sharing urgent, critical information during a live case
A service should consider the following when sharing urgent, critical information during a live case: 

When and with who initial critical learning should be shared 
When an investigation begins, it may be necessary to share initial critical learning strictly with relevant parties. This should only be shared where the learning is critical and urgent. The nature of the learning and the parties it would be shared with needs to be considered, to protect the confidentiality of the investigation. This means that the shared learning should not introduce bias or make presumptions about the allegations in a case. 
For example, learning at this stage may identify immediate safety or wellbeing measures to prevent harm. This learning would be shared only with parties such as relevant leaders who are strictly needed to support the implementation of the measures. Wherever possible, there should be no reference to the alleged misconduct incident to protect the confidentiality and wellbeing of those involved. The learning should be shared on a necessity basis in terms of minimising the information that is shared and who it is shared with.

Prioritising a fair process during a live case
A fair process should be protected and prioritised while any internal or external investigation into alleged misconduct or resulting disciplinary processes are open. It is important that misconduct investigations or case outcomes are not compromised through any internal learning activities or processes, or through sharing learning externally with NFCC or other organisations. 
Wherever possible, any learning from misconduct cases should be shared after investigations and disciplinary processes have concluded. 


6.5 Wellbeing considerations 
Learning processes around misconduct cases may also carry wellbeing risks for those involved in an incident, its management, or the teams involved in reviewing misconduct cases. The subject matter of the alleged misconduct may be highly emotive. Reflecting critically on surrounding processes may trigger feelings of anxiety, concern, or blame for those involved. Support channels should be clearly established and communicated with all parties involved, prior to the start of learning reviews.
If a service has a case debrief process or protocol, a service may consider building a welfare check-in into that process or protocol. 
Reviews of misconduct learning that incorporate the core components of a just culture, psychological safety, and the values and behaviours reflected in the Core Code of Ethics can create a more supportive and safer learning environment. For more information on these core components, refer to the Organisational Learning section of this guidance. 
If any concerns for the wellbeing of individuals are raised through the process of identifying learning from misconduct, then these concerns should be followed up, and wellbeing support should be signposted.
A core part of the learning review process should be evaluating whether sharing misconduct learning risks causing harm to individuals. The intended audience should not be able to identify any individuals in the misconduct learning, and all identifiable and sensitive information should be removed before sharing.

Example:  a case that involves an employee’s mental health and absence identifies key learning for a service about their occupational health referral process. If colleagues in the service could identify the employee, it is likely to cause significant distress to those involved. Therefore, references to the employee’s health or absence should not be included in any learning that is shared. A learning output stating that ‘managers need clearer guidance on referring employees to occupational health’ carries little risk of harm and may be shared.

7. Capturing and identifying learning 

7.1 Continuous learning approach
Continuous learning refers to the process and habit of regularly seeking and gaining new knowledge and skills.
After an investigation and any resulting disciplinary processes have closed, reflecting on a case as a whole is often the most logical. While sharing learning may only be appropriate after the case closes, a continuous learning approach can support effective practice for professional standards practitioners prior to and during investigations. 
The review of existing and emerging learning can be done prior to the start of an investigation, at key review points during an investigation, and after an investigation ends.  

At the start of an investigation
When an investigation begins, it may be useful for the colleague or colleagues carrying out the investigation to consider the following:
· Has your organisation run any investigations around similar allegations previously? If so, was any learning identified from the management of this?
· Is there any case law around the key issues relevant to the nature of your investigation?
· What are the key considerations to protect this investigation and minimise negative impacts?
· Have any immediate operational safety risks been identified that require management at a service level or national level?

After a sensitive event such as a misconduct allegation has been raised, the service will investigate the allegation. The nature of the allegation will determine whether it is investigated formally or informally. When an investigation begins, it may also be necessary to share initial learning with relevant parties. The nature of the learning and the parties it would be shared with need to be considered in terms of confidentiality and the need to protect any investigation or resulting disciplinary processes. This means that a shared learning should not introduce bias or make presumptions about the allegations in a case prior to a full investigation. 
For example, learning at this stage may include the identification of immediate safety or wellbeing measures to prevent harm. This learning would be shared only with parties such as relevant leaders and managers who are strictly needed to support the implementation of the measures. Wherever possible, there should be no reference to the alleged misconduct incident to protect the confidentiality and wellbeing of those involved. The learning should be shared on a necessity basis in terms of the information that is shared and who it is shared with.

During an investigation
It can also be useful to identify and pause at key checkpoints during an investigation. At those key checkpoints, consider the effectiveness of the current approach to the investigation. It may be useful to consider the following:
· Is there any learning emerging from the investigation as it progresses that may influence the recommendations made?
· Is there any learning for a team, department, or the wider organisation emerging?
· Are any immediate changes needed to the approach to the management of the investigation?
· Have any concerns emerged that need to be addressed?
· Is there anything you would do differently if another investigation with the same facts was conducted in future?
· Has communication with all parties been effective, clear, and confidential?
· Are there any wellbeing risks that can be managed and supported?

After an investigation 
After an investigation ends, there may be outcomes for:
· individuals
· teams
· processes
· the organisation

New learning will often be identified and shared after the conclusion of all investigations. Some actions identified from the learning may result in changes to a service’s policies, processes, strategies, and service provision. The process of implementing these changes may also result in learning that could inform future practice.

7.2 Organisational Learning ‘bowtie method’
The bowtie method in Organisational Learning explores the causes, or ‘threats’, and preventative controls that influence incidents and incident prevention. The method also explores the direct and indirect consequences of the incident, and the supportive measures following an incident that create positive change and mitigate negative impacts or ‘recovery controls '. The bowtie method can be a useful tool to use after the case closes to identify potential learning.
A bowtie assessment may have the following review structure in a misconduct incident:
· A central event: for example, an act of misconduct or an issue identified during a case or because of an investigation
· Threats: the causes of an incident; for example, training need, poor communication, or individual behaviour
· Preventative controls: interventions that would prevent a similar incident from reoccurring; for example, training support, improving flow of communication, or management intervention
· Consequences: direct and indirect impacts; for example, harm to an employee or employees, harm to service users, reputational damage, or damaged working relationships
· Recovery controls: interventions that create positive change and mitigate negative consequences; for example, wellbeing support, communications, mediation, process or policy review, and improvement

Note: Illustrative diagram for bow-tie assessment to be added here post-consultation.



7.3 Effective learning analysis
A service should consider implementing the following to support effective analysis of their misconduct cases, and as a result deliver impactful outcomes from learning:

Holistic analysis
Consider conducting an analysis to understand the systematic and organisational drivers that caused the misconduct and influenced how the case was handled. Consider the causes of behaviours and actions on an individual, team, organisational, and sector-wide level. Reviewing cases in collaboration with other colleagues supports broader perspectives and can introduce diversity of thought. For example, this could be an HR team carrying out a learning review together, rather than a single HR team member completing this. A service could create a working group who have responsibility for reviewing misconduct cases, identifying learning, and implementing any actions that should be taken as a result. A service may consider reviewing misconduct cases in partnership with a broader multidisciplinary team, trade union representatives, or both. 
Consider reviewing the case both as an individual incident and as part of a wider review of case management in a service. Consider any potential patterns and reoccurring issues. A service may review misconduct cases on a semi-regular basis to track any patterns or similarities. For example, this could be done on a monthly or yearly basis, depending on the service’s caseload. 
All actions identified from learning should result in clear, defined, and practical actions. They should be clearly logged, owned, and have an appropriate forum or governance structure in place to be tracked and reported into. 

Equality impact analysis 
Services should undertake equality impact analysis in the identification of learning and when assessing actions that are to be taken forward. Ensuring any equality impacts are fully considered, addressed, and monitored can support a service to proactively recognise and mitigate the risk of negative impacts on colleagues because of their protected characteristics under the Equality Act 2010. Equality impact analysis can also be used to understand patterns in how a service’s management of misconduct impacts colleagues depending on their protected characteristics.

7.4 Learning themes that may result from misconduct cases
Learning from misconduct cases may come from individual cases or from broader organisational trends. Learning outcomes may come from an issue that occurred, but learning can also come from neutral observations or good practice that may be beneficial to share to support improvement. Positive examples and case studies can be just as valuable as any learning identified from challenges. Sharing good practice in a service and across the sector can support wider improvement. 
Similarly, managing informal misconduct cases may also identify learning or good practice, though it may be more difficult to identify A case may be informal if an allegation is not upheld and there are no resulting outcomes for a case, or if early resolution has taken place. To capture and implement learning from informal cases, a service may carry out regular reviews on how managers are managing misconduct informally or invite colleagues to share examples of good practice. Additionally, perspectives should be sought from the differing parties who are involved in the case.
When reviewing misconduct cases to identify learning, it is also important to consider differing impacts on colleagues with protected characteristics under the Equality Act 2010. Both individual cases and wider patterns from a service’s caseload could identify impacts. It is good practice for a service to analyse its case management approach and learning outcomes in relation to the protected characteristics of the employees involved. A service should monitor: 
· disproportionality in case numbers, types and themes
· formal and informal case outcomes
· differing impacts on colleagues because of their protected characteristics

A service should also consider inclusion and accessibility when carrying out learning activities or reviews. Reasonable adjustments should be made when needed to support an employee to engage with a learning activity or review. 
A service may wish to consider and review the following areas when identifying potential learning from misconduct cases:
1. Preventative measures that reduce the number of misconduct incidents and formal cases occurring:
· Training for employees and managers
· Proactive cultural measures to foster the right environment
· Team and line management behaviours, practices, and norms
· Early intervention strategies to address cases informally
· Strategies used to foster a culture that is inclusive, safe, and focused on safeguarding

A service may wish to consider the following questions when reflecting on this area: 

· How are expected standards of conduct, culture, and behaviour communicated to employees and incorporated in employee training?
· How are managers trained and supported to manage misconduct issues?
· How are you supporting effective informal resolution?

2. Measures and processes during an investigation:
· The process followed, and what has and has not worked
· Treatment and experience of those involved in the investigation
· The internal and external selection and training of investigators
· The presence or absence of welfare support 
· Record keeping
· Timelines and quality of investigation
· Responding to safeguarding concerns and criminal allegations

A service may wish to consider the following questions when reflecting on this area: 
· During an investigation, have there been any concerns raised about the process followed?
· What provisions are in place to ensure welfare support is accessible to all employees involved in an investigation?
· What training and guidance is in place for employees carrying out investigations?
· What checkpoints are in place prior to and during an investigation? Do those checkpoints help progress the case effectively and to an appropriate timescale?


3. Post-investigation actions:
· Ongoing, post-investigation welfare support
· Disciplinary hearings
· Supporting team dynamics and leaders after the case, whether the allegation was upheld or not
· Reporting
· Communications and media
· Thematic analysis
· Sharing the learning in and across teams in a manner which preserves confidentiality but provides assurance to teams that their concerns have been addressed

A service may wish to consider the following questions when reflecting on this area:

· How is learning reflected on and identified after an investigation ends?  
· Is there established guidance or protocols for reporting on investigation outcomes internally for governance, and externally in media where necessary?
· How are investigation case outcomes reviewed as a whole?

8. Sharing learning 
8.1 Safe sharing checklist
If the key principles of data protection and legal compliance have been met, anonymised learning across organisational themes can be shared with appropriate risk assessment. For theme examples, refer to the ‘Learning themes that may result from misconduct cases’ section.
The following information should never be shared in any internal or external learning from misconduct cases:
· Identifiable case details
· Speculative conclusions or information that is not factual
· Health information
· Criminal offence details
· Information identifying victims, complainants, and witnesses
· Whistleblower identities
· Privileged legal advice: case reviews prepared for the purpose of obtaining legal advice or in anticipation of legal risk may be considered privileged
· Live case information, except when risk-assessed learning needs to be shared due to an immediate or urgent safety need
· Outcomes that could prejudice appeals, any actions at employment tribunal or any external investigations or proceedings

A service may consider the following checklist to support sharing learning safely:
· The learning has been anonymised to ensure that both the case or cases the learning came from and the individuals involved are not identifiable to the audience who would receive the learning
· The two-stage identifiability test has been completed
· Any disciplinary processes, internal appeal period, and the period for presenting an employment tribunal claim have ended
· If the case is still open at the point learning is shared, legal advice has been taken
· If the case involved the police, criminal allegations, or LADO referrals, the relevant authorities have authorised the sharing of the case learning
· The learning outcomes identify and highlight the specific lessons, and any details that are not needed to convey that lesson have been removed
· The decision to share the learning has been recorded in an auditable action log
· The facts of the case have been verified, and all references to findings should be linked to a process that has been completed
· Any team involved has been given an opportunity to comment on the factual accuracy of the learning before wider circulation. This is good practice and supports accuracy, trust, confidence, while reducing the risk of grievances
· For higher-risk learning, sign-off has been sought from the service’s professional standards lead and the data protection officer, and communications teams have been informed
· For all learning, your internal governance or approval process has been followed to seek permission to share (internally or externally) and the relevant senior colleague has given authorisation
· None of the information shared in a learning outcome is identifiable or is a topic listed in the ‘Safe sharing checklist’ section
· Sharing does not conflict with your service’s insurers' requirements or any obligation to report fraud; for example, to police or Report Fraud

8.2 Sharing learning with NFCC or other UK fire and rescue services 
When sharing learning with third parties, services should anonymise the learning from its cases and use the two-step identifiability test. Consider if any data sharing agreements or data processing agreements need to be put in place, or if any existing agreements need to be updated.

[bookmark: _Int_Po19IVhj]Example: A service submits learning to the NFCC Organisational Learning Tool. That learning states “investigations into allegations of the misuse of service vehicles took longer than necessary because investigating officers had no access to telematics data guidance.” No names, dates, locations, or sanctions are included. Additionally, through the two-step identifiability test, the service concludes that the information is anonymous to NFCC and the fire and rescue sector if NFCC shared the learning. If the Journal of Organisational Learning asked to publish a case study on the learning, the service could provide a fictionalised scenario drawn from several cases, rather than a specific employee’s case.

When sharing learning with other UK fire and rescue services: 
· care should be taken to ensure that case learning is anonymised
· a two-step identifiability test should be completed

Example: A dismissed employee from Service A has applied for a role with a neighbouring service, Service B. Service A shared a summary of learning at a regional professional standards meeting. It described “a recent dismissal of a crew manager for falsifying training records.” This learning could allow Service B to identify the employee, even though the summary would be anonymous if shared with NFCC. In that setting, the learning should be framed more generally. For example, “weaknesses were found in verifying training records.”

The following approaches could be used to share learning from misconduct cases with other services and NFCC: 

Through the NFCC Professional Standards and Conduct Leads Network
The Professional Standards and Conduct Leads Network was established in June 2025 and brings together senior leaders and representatives from across services in professional standards and conduct areas to connect and collaborate. The network focuses on improving consistency, sharing good practice, and responding to key challenges. The group was established particularly in response to HMICFRS recommendations and expectations around standards of behaviour, culture, and leadership. The group meets on a quarterly basis and consists of up to two representatives for each fire and rescue service.

Using the NFCC Organisational Learning Tool
The NFCC Organisational Learning Board supports services by gathering, analysing, and tracking learning across all areas of fire and rescue service activity. The Organisational Learning team at NFCC processes learning through the Organisational Learning Tool. To submit learning through the tool, a service should contact its Organisational Learning single point of contact (SPOC) who can log it into the tool. Please note that access to the tool is restricted to specific users, and all submissions should go through a service’s SPOC. If a service does not know who its SPOC is, or a service requires any further information, please email the Organisational Learning team at OrganisationalLearning@nfcc.org.uk.

Using NFCC Connect 
NFCC Connect can be used to collaborate, share knowledge and learning, and connect with fire and rescue service colleagues on topics around misconduct cases. Because posts are public to all members of the group it is posted in, specific case learning should not be shared in this forum. Group moderators will remove any posts containing information that risk breaching confidentiality. Instead, a service may connect with another service who has experience in a topic, and they may arrange a separate conversation where the same data protection rules set out within this guidance would apply. To access NFCC Connect, use the login page and enter your NFCC account information. Click Connect on the top right of the screen.


8.3 Sharing learning internally within a service 
When sharing learning from a misconduct case internally, the channel and method used to share the learning may depend on:

· the nature of the case
· the nature of the learning identified
· what stage of the case the learning was identified in
· the learning’s necessary audience

As with any sharing of misconduct learning, confidentiality and sensitivity should be considered as a priority from the outset. Anonymising the case can be much more difficult when internal managers and teams are aware of the alleged incident or know those involved. This could negatively affect the wellbeing those involved and trust in the confidentiality of case management. To mitigate this risk, only the core learning should be extracted, the two-step identification test should be completed, and all identifiable case detail should be removed. 

Data protection law also applies when misconduct learning is discussed between a service’s professional standards team and relevant management teams. Case detail should only ever be discussed on a need-to-know basis, and care should be taken to minimise the personal data that is shared if the information cannot by anonymised. 


Example: Learning was identified after an investigation into an employee’s misconduct and their dismissal that followed. The learning was that the station’s supervision arrangements for night shifts did not operate as intended. The service could share this learning with their employees through framing the output around the actions the service plans to take because of the learning. For example, “we have updated our night-shift supervision procedure following a review.” This still shows the learning is being implemented, without referring to the employees involved or the disciplinary case.  

A service may consider the following approaches when sharing learning internally:

Post-case reviews and debriefs
A case management team is a team involved in the formal management of a conduct case. The team could include: 
· a case or commissioning manager
· an investigating officer
· an HR support to the case

A case management team could convene for a case debrief when a case concludes. A debrief can encourage those involved to reflect on practice, discuss any feedback that needs to be shared more widely, and note any learning that can be shared. If in a debrief, there are plans to share the learning identified, either internally or externally, the lead of the review should tell members of the case management team prior to the meeting. The lead of the review should be clear on the purpose and impacts of sharing the learning more widely.

Developing training and guidance
Reflecting on case management can sometimes help to identify training needs, both for professional standards colleagues and wider colleagues and teams. Sharing a new consideration, process, or piece of good practice through training can help to implement good practice for future case management. Anonymised learning can be effective in building case studies for training materials that are grounded in organisational experience. It is important to consider anonymisation and the audience of any such training to protect the wellbeing of those involved.

The affected team
Where appropriate, it may be beneficial for affected teams to host a debrief after a misconduct case closes. Because all or some of those involved may remain in the same team after the case closes, working relationships may need support or intervention to function effectively and maintain wellbeing in the team. Professional standards and Organisational Development practitioners in services may facilitate these debrief sessions. Professional standards and Organisational Development practitioners can also support team managers to lead debriefs that respect the confidentiality of the case details but reset behaviours, define expectations, and set the team culture going forward.


9. Appendix/References
Note: Section to be added post-consultation.
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