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Operational Guidance: Planned review  
Operational Guidance topic 

Knowledge Base: Fireground radios guidance 

Change originator  

The review of this product was originally initiated following the Grenfell Tower Inquiry Phase 2 

report recommendation 113.61: We recommend that firefighters be trained to respond 

appropriately to the loss of communications and to understand how to restore them.  

In response to this recommendation, GTI CC 004 - Loss of radio communications at the 

incident ground was published August 2026. This change request also identified the need to 

strengthen guidance relating to communication planning, testing and contingency 

arrangements. 

Concurrently, NFCC organisational learning submissions and engagement with NFCC 

National Lead for Radio Communications identified additional evidence relating to the 

performance of incident ground radio communications. This highlighted concerns regarding 

communication system limitations, intraoperability and whether existing radio specifications 

and assurance arrangements consistently support operational requirements. Collectively, this 

evidence demonstrated the need for a full review of this product to ensure it reflects current 

operational risks, emerging learning and developments in communication technology. 

Change requested 

Evidence from GTI CC 004, NFCC organisational learning submissions and engagement with 

NFCC National Lead for Radio Communications identified a number of issues relating to 

incident ground radio communications. These include: 

• The need to establish and test communication strategies and include this with SSRI. 

• Ensuring personnel understand the limitations of communication systems and the 

actions required if communications degrade or fail. 

• Communication failures occurring in complex operational environments, including high-

rise incidents, breathing apparatus operations and structures where radio propagation 

may be restricted. 

• Variations in radio capability, performance and intraoperability across the sector. 

• A need to improve strategic understanding of equipment limitations and the suitability 

of radio systems for operational use. 

Limited reporting of communication-related near-miss events, reducing the available evidence 

base to support learning and continuous improvement. 
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Changes proposed Rationale for change 

Convert the current Knowledge Base 

product into Operational Guidance 

To raise the profile of the guidance, including 

provision of strategic actions that will 

encourage fire and rescue services to include 

relevant content in their individual guidance, 

procedures and training 

Retitle guidance to Incident ground radios The term incident ground is more inclusive 

than the term fireground 

Replicate any existing guidance content 

relating to loss of radio communication 

• Ensure all content can be found in one 

location 

Review and update technical content 

relating to incident ground radios 

• Ensure the guidance reflects current 

communication technologies, known 

system limitations and national 

operational learning 

Governance process 

☐ Endorsed by NFCC Guidance and Training Scrutiny Panel Click or tap to enter a date. 

☐ Recommended by NFCC Operational Guidance Forum Click or tap to enter a date. 

☐ Approved by NFCC Operational Preparedness, Response and Resilience Committee Click 

or tap to enter a date. 

Impacts on other NFCC products 

• Incident command 

• SSRI 

• Confined spaces - Below ground structures 

• Major incidents 
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Operational Guidance: Operation Communications 

Source material: Knowledge Base – Fireground radios guidance  
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Introduction 1 

Incident ground radio communications are a critical component of safe and effective operational 2 

activity. They support command, coordination and the communication of risk-critical information 3 

between personnel operating at incidents. This guidance provides information about the 4 

regulatory framework, technical considerations and operational arrangements associated with 5 

incident ground radio communications. It also supports fire and rescue services in maintaining 6 

effective, resilient and intraoperable communication capabilities. 7 

Risk management plan  8 

Each fire and rescue authority must develop their strategic direction through their risk 9 

management plan. To determine the extent of their services, strategic managers will consider 10 

their statutory duties and the foreseeable risk within their area.  11 

Work to identify risk and prepare operational plans should be carried out with all stakeholders in 12 

mind, including local emergency planning groups, and should be informed by the fire and 13 

rescue service risk management plan. 14 

Responsibility of fire and rescue services 15 

Fire and rescue services have legal and regulatory duties in relation to foreseeable hazards and 16 

the control measures used to reduce the risks arising from those hazards. This includes 17 

developing policies and procedures, and providing personnel with information, instruction, 18 

training and supervision. 19 

This guidance sets out to provide fire and rescue services with sufficient knowledge about the 20 

potential hazards their personnel could encounter when attending incidents and using fire 21 

ground radios. Fire and rescue services should ensure their policies, procedures and training 22 

cover all of the hazards and control measures contained in this guidance. 23 

Components and terminology of Operational Guidance 24 

Components 25 

The main components of NFCC Operational Guidance are: 26 

• Hazards 27 

o Hazard knowledge 28 

• Control measures 29 

o Control measure knowledge 30 

o Strategic actions 31 

o Tactical actions 32 

Hazards are events or situations with the potential to cause harm, including: 33 

• Physical or psychological harm 34 
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• Death 35 

• Damage to or losses of property 36 

• Impact on the environment 37 

• Disruption to economic, social or political structures 38 

There is a distinct difference between a hazard and a risk. A risk is the measure of the 39 

significance of a potential harm, taking into account its assessed likelihood and impact. As it is 40 

not possible to assess what the level of risk will be for a specific incident, this is a word that is 41 

used sparingly in the guidance. 42 

Hazard knowledge describes the hazard, and what the potential harm may be. 43 

Control measures are used to reduce the likelihood of exposure to a hazard, or to mitigate the 44 

impacts of that exposure. Control measures in guidance can be compared to tools in a toolbox; 45 

for some tasks you will only need one but for other tasks you will need many. 46 

Control measure knowledge describes why and when a control measure may be appropriate 47 

for the hazard it relates to. 48 

Strategic actions describe what should be considered and included in a fire and rescue 49 

service’s policies, procedures and training as part of their pre-planning for incidents. Strategic 50 

actions should also assist services in identifying the actions that will help them to meet their 51 

legislative requirements. They can be recorded and analysed by using the Strategic Gap 52 

Analysis tool. 53 

Tactical actions describe the activities that are taken by personnel at incidents. Most of the 54 

tactical actions are for the incident commander to either take or delegate within the command 55 

structure. 56 

Terminology 57 

The following definitions have been applied to the Operational Guidance: 58 

• ‘Must’– actions that are required by legislation. For example: 59 

o An assessment must be carried out to identify whether the space is confined. Some 60 

spaces will become confined spaces because of the work to be carried out in them or 61 

because of changes in their use or changes to the level of enclosure. 62 

• ‘Should’– actions that are recommended. If policies or procedures follow a different 63 

action, or do not include the recommended action, they are likely to attract criticism; this 64 

could be at managerial level or in a review process such as an inquest. For example: 65 

o A face mask fit test should be carried out as part of the initial selection of the 66 

respiratory protective equipment, and it is good practice to ensure testing is repeated 67 

on a regular basis. 68 

• ‘May’, ‘can’ or ‘could’– used when an action does not fall into either of the categories 69 

above, but is considered to be an appropriate method of controlling or eliminating the 70 

hazard. For example: 71 

https://nfcc.org.uk/sga-dashboard/
https://nfcc.org.uk/sga-dashboard/
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o It may be necessary to reposition fire and rescue service vehicles if they are at risk 72 

from the incident, for example due to firespread, flooding or collapsed structures. 73 

Hazard – Ineffective incident ground communications 74 

HAZARD KNOWLEDGE 75 

Incident ground radio communications support command, co-ordination and the exchange of 76 

risk-critical information between personnel operating at incidents. Effective radio 77 

communications are essential for maintaining situational awareness and supporting safe and 78 

effective operational activity.  79 

Ineffective incident ground radio communications may occur when radio systems do not provide 80 

reliable transmission or reception of information required to support operational activity. This 81 

may be a result of: 82 

• limitations of communication systems 83 

• equipment failure 84 

• radio-frequency interference 85 

• poor signal propagation 86 

• incompatible radio technologies 87 

• inadequate intraoperability arrangements 88 

Incident ground radio communications may also be affected by incidents involving: 89 

• large or complex structures 90 

• below-ground structures or environments (for example basements or tunnels) 91 

• tall buildings 92 

• reinforced concrete construction 93 

• steel-framed buildings 94 

• dense urban environments 95 

• deep-seated incidents within large complexes 96 

• adverse weather conditions  97 

Ineffective incident ground radio communications may result in personnel being unable to 98 

transmit, receive or acknowledge risk-critical information. This can affect incident command, co-99 

ordination of incident resources, the safety of personnel and effectiveness of operational 100 

activity. 101 

The impacts of ineffective incident ground radio communications may include: 102 

• delays in personnel communicating risk-critical information to the incident commander 103 

• inability for personnel to request, provide or receive assistance 104 
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• reduced situational awareness for all personnel 105 

• failure to communicate emergency messages or risk-critical changes in incident 106 

conditions from the incident commander 107 

• delayed or failure to communicate messages regarding emergency evacuation, tactical 108 

withdrawal or a firefighter emergency 109 

• delays in implementing or actioning changes to tactical plans 110 

• reduced interoperability between all responding emergency services 111 

• escalation of the incident and increased damage to: 112 

o property 113 

o infrastructure  114 

o the environment 115 

 116 

For further information, refer to Incident command: Poorly managed incident – Effective 117 

communication at the incident ground 118 

Control measure – Organisational preparedness NEW 119 

CONTROL MEASURE KNOWLEDGE 120 

Legislation  121 

Wireless telegraphy licences are issued by the Office of Communications (Ofcom) under 122 

Section 8 of the Wireless Telegraphy Act 2006. The Act authorises the licensee to establish and 123 

use stations and to install or use apparatus for wireless telegraphy, subject to certain terms, 124 

provisions and limitations. Fire and rescue services are licensed to use nationally allocated 125 

frequencies within the ultra high frequency (UHF) 450-470MHz band for incident ground 126 

communications. 127 

For further information refer to: Wireless Telegraphy Act 2006 128 

Ofcom 129 

Ofcom is the UK communications regulator. It regulates television, radio and video-on-demand 130 

sectors, fixed-line telecoms, mobile phones, postal services and the airwaves over which 131 

wireless devices operate. Ofcom operates under several Acts of Parliament, including the 132 

Communications Act 2003 and the Wireless Telegraphy Act 2006, and has powers to enforce 133 

competition law alongside the Competition and Markets Authority. 134 

For further information, refer to: Ofcom.org.uk 135 

Licence fees 136 

Fire and rescue services pay Ofcom for access to licensed frequencies.  137 

https://nfcc.org.uk/nog/incident-command/?id=CM-10234&parent_id=H-17022
https://nfcc.org.uk/nog/incident-command/?id=CM-10234&parent_id=H-17022
http://www.legislation.gov.uk/ukpga/2006/36/contents
https://www.ofcom.org.uk/
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Fire and rescue services requiring channels or frequencies in addition to those licensed for 138 

incident ground voice communications should contact Ofcom. Further information on licencing 139 

fees, the fees for area-defined and technically assigned licences, refer to the Ofcom website: 140 

Business Radio Licences 141 

A copy of the Wireless Telegraphy General Licence Conditions booklet can be accessed on the 142 

Ofcom website: General Licence Conditions Booklet 143 

Public Safety Spectrum Policy Group (PSSPG) 144 

The Public Safety Spectrum Policy Group (PSSPG) is a standing government inter-145 

departmental committee on emergency and public safety spectrum matters. It reports to the UK 146 

Spectrum Implementation Group (SIG) and comprises representatives from Ofcom, government 147 

departments and devolved administrations. Other relevant organisations may be invited to 148 

attend as required. The PSSPG advises on spectrum requirements and policy affecting UK 149 

emergency services and public safety users.  150 

For further information, refer to: Public Safety Spectrum Policy Group: Terms of reference 151 

European Telecommunications Standards Institute (ETSI) 152 

The European Telecommunications Standards Institute (ETSI) is one of several standards 153 

bodies that produce the standards applicable to information and communications technologies. 154 

Compliance with recognised telecommunications standards help to support intraoperability 155 

between products from different manufacturers. 156 

All equipment, including components within an assembly, should comply with the relevant ETSI 157 

or approved technical specifications, applicable UK legislative requirements for radio 158 

equipment, and any relevant licensing requirements. Equipment should be appropriately 159 

conformity marked where required. 160 

Several different digital standards are available for conventional two-way radios, and it is 161 

important to understand that these different technologies are not necessarily compatible with 162 

one another. The two main standards are Digital Mobile Radio (DMR) and Digital Private Mobile 163 

Radio (dPMR). Both are based on open digital radio standards produced by the ETSI. 164 

For further information, refer to: ETSI Standards: Digital Mobile Radio and ETSI Standards: 165 

Private Mobile Radio 166 

Some manufacturers use other digital technologies, such as NXDN. NXDN is an open standard 167 

common air interface (CAI) technical protocol for mobile communications developed jointly by 168 

Icom Incorporated and Kenwood Corporation. 169 

For further information see: NXDN Forum 170 

Very high frequency radio channels 171 

Very high frequency (VHF) channels in the 80MHz band are no longer licensed to fire and 172 

rescue services for incident ground communications. Fire and rescue services should disregard 173 

https://secure.ofcom.org.uk/busrad/
https://www.ofcom.org.uk/__data/assets/pdf_file/0032/89744/General-Licence-Conditions.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0021/53652/tor.pdf
https://www.etsi.org/technologies?highlight=YToxOntpOjA7czozOiJkbXIiO30
https://www.etsi.org/technologies/radio
https://www.etsi.org/technologies/radio
https://www.nxdn-forum.com/what-is-nxdn/nxdn-a-brief-overview/
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any previously published guidance relating to VHF channels and use the nationally allocated 174 

UHF incident ground frequencies. 175 

Channel sharing 176 

Subject to the local chief fire officer’s approval, non-local authority fire services are permitted to 177 

use at-incident channels to allow tactical interoperability at incidents and for training. Such 178 

organisations include: 179 

• defence Fire Risk Management Organisation 180 

• airport fire services 181 

• works fire services 182 

The chief fire officer must be satisfied that radio interoperability will improve operational 183 

effectiveness or personnel safety at incidents and that adequate arrangements exist to prevent 184 

the misuse of radio channels. Any use is restricted to incidents involving local authority fire and 185 

rescue services and to the permitted user, who must comply with the terms of the licence.  186 

Incident ground radio frequencies 187 

Incident ground radio communications operate using nationally allocated frequencies within the 188 

UHF incident ground spectrum. Fire and rescue services should ensure that radio equipment 189 

remains compatible with current Ofcom licensing requirements, national channel plans and 190 

associated technical standards. 191 

Fire and rescue services may define additional channels using licensed frequencies for 192 

operational requirements such as scanning channels or site-specific repeaters. 193 

See Appendix A for UK fire service standard DMR Tier II code plug and Appendix B for National 194 

incident ground radio channel plans and frequencies. These channel plans suggest primary 195 

uses for the Ofcom allocated frequencies that will support interoperability at cross-border 196 

incidents and national deployments. 197 

For further information on the correct channel programming of duplex channels refer to Fixed 198 

site and portable repeaters. 199 

 200 

ATEX-approved intrinsically safe equipment  201 

This control measure should be read in conjunction with Use intrinsically safe equipment 202 

A suitable and sufficient risk assessment under the Dangerous Substances and Explosive 203 

Atmospheres Regulations (DSEAR) may identify the need for incident ground radio equipment 204 

with appropriate ATEX and/or intrinsically safe (IS) certification. Equipment should be certified 205 

for the environments in which it is expected to operate. 206 

https://nfcc.org.uk/admin/structure/eck/entity/promos/19541
https://nfcc.org.uk/admin/structure/eck/entity/promos/19534
https://nfcc.org.uk/admin/structure/eck/entity/promos/19534
https://nfcc.org.uk/nog/hazardous-materials-physical-hazards/?id=CM-10754&parent_id=H-22426
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In the DSEAR, an explosive atmosphere is defined as ‘a mixture of dangerous substances with 207 

air under atmospheric conditions in the form of gases, vapours, mist or dust which, after ignition 208 

has occurred, combustion spreads to the entire unburned mixture.’  209 

For further information see: HSE – The Dangerous Substances and Explosive Atmospheres 210 

Regulations 2002 (DSEAR) 211 

When specifying intrinsically safe radio equipment, fire and rescue services should consider: 212 

• foreseeable operational risks 213 

• the likely explosive atmosphere classification 214 

• compatibility with breathing apparatus communications systems 215 

• operational performance requirements 216 

• interoperability requirements 217 

• manufacturer certification and approved configurations 218 

Certification should extend to all components that form part of the approved radio system, 219 

including: 220 

• batteries 221 

• remote speaker microphones 222 

• headsets 223 

• chargers 224 

• other approved accessories 225 

Fire and rescue services should ensure that intrinsically safe radio equipment remains suitable 226 

for operational use in the environments where it may be deployed. This may include industrial 227 

sites, petrochemical facilities, fuel installations and other locations where flammable gases, 228 

vapours or combustible dusts may be present. 229 

Fire and rescue services should be aware that some intrinsically safe radio systems may have 230 

operational limitations when compared with non-certified equipment. Where identified, these 231 

limitations should be considered during equipment specification, testing, training and 232 

operational assurance activities. 233 

Radio technical specifications; interoperability and intraoperability 234 

Fire and rescue services should ensure that incident ground radio equipment is specified, 235 

configured and maintained to support safe, effective and intraoperable communications across 236 

the range of operational environments in which it may be used. Equipment specifications should 237 

reflect operational requirements, foreseeable risks and the need to maintain compatibility with 238 

neighbouring services and national arrangements.  239 

Incident ground radio equipment should: 240 

http://www.hse.gov.uk/fireandexplosion/dsear-regulations.htm
http://www.hse.gov.uk/fireandexplosion/dsear-regulations.htm
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• operate within the nationally allocated UHF incident ground spectrum in the 457MHz 241 

band 242 

• support both analogue FM and Digital Mobile Radio (DMR Tier II) operation 243 

• be compatible with standard digital codeplug and channel plan 244 

• provide clear and intelligible audio for incident ground operations, including use with 245 

breathing apparatus 246 

• be compatible with approved accessories, remote speaker microphones and associated 247 

communications equipment 248 

• be capable of operating in challenging environments, including high-rise buildings, 249 

basements and reinforced concrete structures 250 

Effective interoperability supports communication between fire and rescue services attending 251 

cross-border incidents, national deployments and other incidents involving personnel from 252 

multiple organisations. Incompatible radio technologies, codeplug configurations, channel plans 253 

and operating modes may reduce interoperability and affect operational effectiveness.  254 

Fire and rescue services should seek to maintain interoperability through nationally recognised 255 

communication standards, compatibility with the standard digital codeplug and channel plan, 256 

compatible equipment configurations and regular interoperability testing with neighbouring 257 

services and partner organisations. Incident ground radio equipment should support operation 258 

in both analogue FM and DMR Tier II modes where interoperability requirements have been 259 

identified. 260 

Interoperability arrangements should consider: 261 

• mutual aid responses 262 

• national resilience deployments 263 

• cross-border incidents 264 

• multi-agency operations 265 

• use of repeaters and communications infrastructure 266 

• compatibility of accessories and supporting systems 267 

 268 

STRATEGIC ACTIONS 269 

Fire and rescue services must: 270 

• Comply with legislation, regulations and licensing conditions relating to incident ground 271 

communication 272 

• Obtain and maintain the licences required for the use of incident ground radio 273 

frequencies 274 
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• Ensure incident ground radio equipment complies with applicable legislative 275 

requirements, licence conditions and mandatory technical standards  276 

• Ensure suitable and sufficient assessments under the Dangerous Substances and 277 

Explosive Atmospheres Regulations (DSEAR) where the selection and use of intrinsically 278 

safe radio equipment may be required 279 

Fire and rescue services should: 280 

• Maintain compatibility with nationally allocated incident ground radio frequencies, channel 281 

plans and associated technical standards 282 

• Ensure incident ground radio equipment is specified, configured and maintained to 283 

support safe, effective and interoperable communications 284 

• Ensure incident ground radio equipment specification reflects operational requirements, 285 

foreseeable risks and the need to maintain compatibility with neighbouring services and 286 

national arrangements 287 

• Maintain compatibility with nationally allocated incident ground radio frequencies, the 288 

standard digital codeplug and the national channel plan 289 

• Review intraoperability arrangements with neighbouring services and partner agencies 290 

through regular testing and exercising 291 

• Consider interoperability and compatibility requirements when specifying, introducing, 292 

replacing or upgrading incident ground radio equipment 293 

• Maintain interoperability through nationally recognised standards, compatible equipment 294 

configurations and interoperability testing 295 

• Ensure intrinsically safe radio equipment and associated accessories are suitable for the 296 

operational environments in which they are expected to be used 297 

Control measure – Radio communications system limitations and 298 

performance NEW 299 

CONTROL MEASURE KNOWLEDGE 300 

Radio-frequency interference 301 

Radio-frequency interference can arise from several sources, including:  302 

• atmospheric conditions 303 

• nearby radio users 304 

• use of other electronic equipment such as: 305 

o mobile phones 306 

o Wi-Fi equipment and wireless networks 307 

o Bluetooth devices 308 
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o CCTV transmission systems 309 

o unauthorised radio transmitters 310 

o faulty electrical equipment 311 

o generator systems and electrical distribution equipment 312 

Symptoms of radio-frequency interference may include: 313 

• reduced range 314 

• distorted audio 315 

• intermittent communications 316 

• unwanted signals or noises 317 

• an inability to receive messages 318 

The incident commander should consider whether the source of radio-frequency interference is 319 

locally generated and whether operational communications can be maintained using alternative 320 

channels, repeaters or other approved communication arrangements. 321 

For further information on an effective communication strategy, communication degradation, 322 

and contingency (fallback) arrangements, this guidance should be read in conjunction with 323 

Incident command: Poorly managed incident – Effective communication at the incident ground 324 

If appropriate, the incident commander should ensure that suspected radio-frequency 325 

interference is reported to Ofcom through the appropriate channels as detailed in their service’s 326 

guidance. For further information on reporting interference to Ofcom, refer to: Ofcom: 327 

Interference to radio equipment 328 

Power output and radio propagation 329 

The effectiveness of incident ground radio communications is influenced by a range of factors 330 

including transmitter power output, antenna performance, receiver sensitivity and environmental 331 

conditions. Fire and rescue services should ensure radio equipment complies with current 332 

licensing requirements and relevant technical standards.  333 

Radio waves spread from an antenna horizontally and in a straight line, reducing in intensity by 334 

a factor of four each time the distance doubles. This is known as ‘free space path loss’. Radio 335 

signals weaken as the distance between radios increases. Environmental conditions and 336 

physical obstructions, such as hills, trees and buildings, may further reduce signal strength, 337 

degrade audio quality or restrict radio coverage.  338 

The relationship between power output and radio propagation is complex and services should 339 

seek specialist technical advice on the subject Increasing transmitter power may improve radio 340 

coverage in some circumstances but can affect battery performance and may be subject to 341 

licensing restrictions.  342 

When considering the power output of incident ground radios, fire and rescue services should 343 

also be aware of the relevant health and safety considerations relating to radio frequency (RF) 344 

https://www.ofcom.org.uk/spectrum/interference/interference-to-radiocommunications-apparatus
https://www.ofcom.org.uk/spectrum/interference/interference-to-radiocommunications-apparatus
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electromagnetic radiation. Risk can be reduced by factors such as the amount of time a device 345 

is transmitting and the use of remote speaker microphones. For further information see: HSE 346 

non-ionising radiation FAQs 347 

Analogue and digital radios 348 

Incident ground radios for voice communications were originally operated using analogue radio 349 

technology. The introduction of digital radio technology has led many fire and rescue services to 350 

procure and use Digital Mobile Radio (DMR), while some services continue to operate analogue 351 

systems. Incident ground radio communications may therefore involve a combination of 352 

analogue and digital radio technologies. 353 

Analogue and digital radios operating on the same frequency are not compatible and will cause 354 

interference if used within range of each other. Messages transmitted using one technology 355 

may not be received by radios using the other. This may affect operational communications and 356 

interoperability during cross-border incidents, mutual aid responses and national resilience 357 

deployments. 358 

Analogue and digital radio technologies may be operating within the same area, such as at 359 

service boundaries, cross-border incidents or mutual aid responses. In these situations, fire and 360 

rescue services should ensure that personnel understand the radio channels in use and any 361 

interoperability implications associated with analogue and digital operation. This should include 362 

clear identification of the channels being used and whether they are configured for analogue or 363 

digital communications. 364 

For further information regarding interoperability, refer to: Radio technical specifications and 365 

intraoperability 366 

Fixed-site and portable repeaters 367 

In simplex mode, radios communicate directly with each other (direct radio-to-radio), 368 

transmitting and receiving on the same frequency. However, it may not always be possible to 369 

use radios in simplex mode across an entire incident ground. Signal strength and coverage may 370 

be reduced by distance, environmental conditions and physical obstructions between radios. 371 

Repeaters, sometimes referred to as talk-through base stations, can be used to improve radio 372 

coverage where direct radio-to-radio communications may be restricted. They receive and 373 

rebroadcast radio transmissions between users. When radios use a repeater to communicate, 374 

they operate in half-duplex mode. In half-duplex mode, the radios transmit and receive using 375 

different frequencies, although this is invisible to the user. 376 

Repeaters may be permanently installed in fixed locations, such as shopping centres, tall 377 

buildings, tunnels and hospitals. Fixed repeaters may provide more predictable coverage due to 378 

planned installation and infrastructure arrangements, giving fire and rescue services the benefit 379 

of knowing the provided coverage before they need to be used. 380 

http://www.hse.gov.uk/radiation/nonionising/faqs.htm
http://www.hse.gov.uk/radiation/nonionising/faqs.htm
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Portable repeaters may be battery powered and rapidly deployed to locations where additional 381 

radio coverage is required. 382 

 383 

Figure: Radios operating in simplex mode (direct radio-to-radio) 384 

 385 

Figure: Radios operating in half-duplex mode (via a repeater) 386 

For optimum coverage, repeaters are usually positioned centrally between radio users. Radios 387 

must be within the repeater’s coverage range to access its functionality. If two radios are 388 

configured to operate using a half-duplex channel and no repeater is available, they may be 389 

unable to communicate even when they are within close proximity of each other. Depending on 390 

the model and configuration, repeaters may be operated in analogue or digital mode. Radios 391 

accessing the repeater must be configured to operate using the same mode. 392 

Some repeater systems can be connected through communications networks to provide radio 393 

coverage across wider geographical areas. In these arrangements, radio transmissions may be 394 

relayed between multiple connected repeaters to extend communication coverage. Not all radio 395 

systems support this functionality, and fire and rescue services should ensure compatibility and 396 

understand any associated operational limitations.  397 

In the UK, repeater base stations should transmit on the lower frequency and receive on the 398 

higher frequency. Radios used with repeaters should therefore be programmed explicatory in 399 

the opposite configuration. (For further information, refer to incident ground radio frequencies) 400 
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Fire and rescue services should consider the resilience of the repeater equipment they may rely 401 

on for effective operational communications. Incident commanders should consider contingency 402 

(fallback) arrangements that can be implemented in the event of a communications breakdown 403 

(for example repeater power failure). 404 

STRATEGIC ACTIONS 405 

Fire and rescue services should: 406 

• Ensure personnel understand the causes, symptoms and impacts of radio-frequency 407 

interference 408 

• Establish arrangements for investigating, recording and reporting radio-frequency 409 

interference 410 

• Ensure personnel understand the effects of environmental conditions, distance and 411 

physical obstructions on radio communications 412 

• Seek specialist technical advice where appropriate regarding power output, radio 413 

propagation and communication system performance 414 

• Make personnel aware of relevant health and safety considerations associated with 415 

radio-frequency electromagnetic fields 416 

• Ensure personnel understand the interoperability implications associated with the use of 417 

analogue and digital radio technologies 418 

• Ensure personnel understand the capabilities, dependencies and limitations of fixed-site 419 

and portable repeater systems 420 

• Consider the resilience, availability and operational limitations of repeater systems used 421 

to support operational communications 422 

TACTICAL ACTIONS 423 

Incident commanders should: 424 

• Consider whether suspected radio-frequency interference is locally generated and 425 

whether operational communications can be maintained using alternative channels, 426 

repeaters or other approved communication arrangements 427 

• Ensure suspected radio-frequency interference is reported to Ofcom through the 428 

appropriate channels 429 

• Ensure personnel understand the radio channels in use and any interoperability 430 

implications where analogue and digital radio technologies may be operating within the 431 

same area 432 

• Consider the operational limitations of repeater systems where they are used to support 433 

incident ground communications 434 

• Consider communication contingency (fallback) arrangements if repeater systems 435 

become unavailable or ineffective 436 
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 437 

Appendix A - Digital Mobile Radio (DMR) Standards 438 

Digital Mobile Radio (DMR) is a digital radio standard specified for business mobile radio users, 439 

developed by the European Telecommunications Standards Institute (ETSI) and first ratified in 440 

2005. 441 

The standards that define DMR consist of four documents covering DMR Tier I, II and III. These 442 

can be downloaded free of charge from the ETSI website. Tier I is designed for unlicensed radio 443 

systems and Tier III is based around digital trunked radio. The DMR standard tiers (Tier I, Tier II 444 

and Tier III) are all incompatible. Tier II is the most suitable for incident ground communications. 445 

• General system design TR 102 398 446 

• Part 1: DMR air interface (AI) protocol – TS 102 361-1 447 

• Part 2: DMR voice and generic services – TS 102 361-2 448 

• Part 3: DMR data protocol – TS 102 361-3 449 

• Part 4: DMR trunking protocol – TS 102 361-4 450 

Tier II covers licensed conventional radio systems, mobile phones and hand portable radios 451 

operating in private mobile radio (PMR) frequency bands from 66-960MHz. The standard is 452 

aimed at users who need spectral efficiency, advanced voice features and integrated internet 453 

protocol (IP) data services in licensed bands for high-power communications. ETSI DMR Tier II 454 

specifies two-slot Time Division Multiple Access (TDMA) in 12.5 kHz channels. 455 

As well as ensuring that the correct digital standard is being used, several other parameters 456 

need to be correct to provide compatibility on a given channel (frequency), including colour 457 

code, time slot, talk-group identification and encryption, although regulations require that 458 

transmissions are in clear speech (i.e. not encrypted). 459 

Digital incident ground radios are configured by software in the radio, referred to as a code plug. 460 

The overarching procurement principle for fire and rescue services is to maintain interoperability 461 

with all neighbouring fire and rescue services, wherever possible. 462 

When specifying DMR Tier II incident ground radio systems, fire and rescue services should 463 

consider: 464 

• Frequency: Based on current nationally allocated incident ground radio frequencies and 465 

channel plans. 466 

• Digital colour code: 16 digital colour codes are available. A code is used to allow 467 

different systems or organisations to ‘share’ a frequency without hearing each other. Only 468 

one system can use the frequency time slot at any given time. 469 

• Group ID: A group ID allows multiple talk groups to share the same colour code. Only 470 

one talk group can use the colour code/frequency time slot at a time. 471 

• Slot number: DMR allows a 12.5 kHz channel to be sliced into two time slots. Users on 472 

time slot one and time slot two can use the frequency simultaneously, effectively creating 473 



 

Operational Guidance – Incident ground Radios review 0.2 (for consultation - line numbered).docx  
 15 

two channels per 12.5 kHz assignment. N.B. In simplex mode, only time slot one should 474 

be used. 475 

UK Fire service standard DMR Tier II code plug 476 

Digital channels 477 

Channel 1 – General incident – digital 478 

• Mobile Tx: 457.0375 MHz  479 
• Mobile Rx: Not specified  480 
• CC: 1  481 
• Slot: 1  482 
• Group ID: 901  483 

Channel 2 – Portable repeaters – digital 484 

• Mobile Tx: 462.5875 MHz  485 
• Mobile Rx: 457.0875 MHz  486 
• CC: 2  487 
• Slot: 1  488 
• Group ID: 901  489 

Channel 3 – BA communications – digital 490 

• Mobile Tx: 457.4875 MHz  491 
• Mobile Rx: Not specified  492 
• CC: 3  493 
• Slot: 1  494 
• Group ID: 901  495 

Channel 4 – Command support – digital 496 

• Mobile Tx: 457.1875 MHz  497 
• Mobile Rx: Not specified  498 
• CC: 4  499 
• Slot: 1  500 
• Group ID: 901  501 

Channel 5 – Fixed site repeaters – digital 502 

• Mobile Tx: 462.6375 MHz  503 
• Mobile Rx: 457.1375 MHz  504 
• CC: 5  505 
• Slot: 1  506 
• Group ID: 901  507 

Channel 6 – BA sector/functional roles – digital 508 

• Mobile Tx: 457.2375 MHz  509 
• Mobile Rx: Not specified  510 
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• CC: 6  511 
• Slot: 1  512 
• Group ID: 901  513 

Channel 7 – Service defined – digital 514 

• Mobile Tx: 450.1000 MHz  515 
• Mobile Rx: Not specified  516 
• CC: 7  517 
• Slot: 1  518 
• Group ID: 901  519 

Channel 8 – Incident defined – digital 520 

• Mobile Tx: 464.1000 MHz  521 
• Mobile Rx: Not specified  522 
• CC: 8  523 
• Slot: 1  524 
• Group ID: 901  525 

Analogue channels 526 

Channel 9 – General incident – analogue 527 

• Mobile Tx: 457.0375 MHz  528 
• Mobile Rx: Not specified  529 

Channel 10 – Portable repeaters – analogue 530 

• Mobile Tx: 462.5875 MHz  531 
• Mobile Rx: 457.0875 MHz  532 

Channel 11 – BA communications – analogue 533 

• Mobile Tx: 457.4875 MHz  534 
• Mobile Rx: Not specified  535 

Channel 12 – Command support – analogue 536 

• Mobile Tx: 457.1875 MHz  537 
• Mobile Rx: Not specified  538 

Channel 13 – Fixed site repeaters – analogue 539 

• Mobile Tx: 462.6375 MHz  540 
• Mobile Rx: 457.1375 MHz  541 

Channel 14 – BA sector/functional roles – analogue 542 

• Mobile Tx: 457.2375 MHz  543 
• Mobile Rx: Not specified  544 
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Channel 15 – Service defined – analogue 545 

• Mobile Tx: 450.1000 MHz  546 
• Mobile Rx: Not specified  547 

Channel 16 – Incident defined – analogue 548 

• Mobile Tx: 464.1000 MHz  549 
• Mobile Rx: Not specified  550 

User-definable channels 551 

Channel 17+ 552 

• User-definable channels 553 

Appendix B – National Incident Ground Radio Channel Plans 554 

 Analogue incident ground radios channel plan 555 

Channel 1 – General incident 556 

• Tx frequency: 457.0375 MHz 557 
• Rx frequency: 457.0375 MHz 558 

Channel 2 – Portable repeaters 559 

• Tx frequency: 462.5875 MHz 560 
• Rx frequency: 457.0875 MHz 561 

Channel 3 – Breathing apparatus (BA) communications 562 

• Tx frequency: 457.4875 MHz 563 
• Rx frequency: 457.4875 MHz 564 

Channel 4 – Command support 565 

• Tx frequency: 457.1875 MHz 566 
• Rx frequency: 457.1875 MHz 567 

Channel 5 – Fixed-site repeaters 568 

• Tx frequency: 462.6375 MHz 569 
• Rx frequency: 457.1375 MHz 570 

Channel 6 – BA sector/functional roles 571 

• Tx frequency: 457.2375 MHz 572 
• Rx frequency: 457.2375 MHz 573 



 

Operational Guidance – Incident ground Radios review 0.2 (for consultation - line numbered).docx  
 18 

Channel 7 – Service defined 574 

• Tx frequency: 450.1000 MHz 575 
• Rx frequency: 450.1000 MHz 576 

Channel 8 – Incident defined 577 

• Tx frequency: 464.1000 MHz 578 
• Rx frequency: 464.1000 MHz 579 

 580 

Digital incident ground radios channel plan 581 

Channel 1 – General incident 582 

• Tx frequency: 457.0375 MHz 583 
• Rx frequency: 457.0375 MHz 584 

Channel 2 – Portable repeaters 585 

• Tx frequency: 462.5875 MHz 586 
• Rx frequency: 457.0875 MHz 587 

Channel 3 – Breathing apparatus (BA) communications 588 

• Tx frequency: 457.4875 MHz 589 
• Rx frequency: 457.4875 MHz 590 

Channel 4 – Command support 591 

• Tx frequency: 457.1875 MHz 592 
• Rx frequency: 457.1875 MHz 593 

Channel 5 – Fixed site repeaters 594 

• Tx frequency: 462.6375 MHz 595 
• Rx frequency: 457.1375 MHz 596 

Channel 6 – BA sector/functional roles 597 

• Tx frequency: 457.2375 MHz 598 
• Rx frequency: 457.2375 MHz 599 

Channel 7 – Service defined 600 

• Tx frequency: 450.1000 MHz 601 
• Rx frequency: 450.1000 MHz 602 

Channel 8 – Incident defined 603 
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• Tx frequency: 464.1000 MHz 604 
• Rx frequency: 464.1000 MHz 605 

Channel 9 – General incident 606 

• Tx frequency: 457.0375 MHz 607 
• Rx frequency: 457.0375 MHz 608 

Channel 10 – Portable repeaters 609 

• Tx frequency: 462.5875 MHz 610 
• Rx frequency: 457.0875 MHz 611 

Channel 11 – BA communications 612 

• Tx frequency: 457.4875 MHz 613 
• Rx frequency: 457.4875 MHz 614 

Channel 12 – Command support 615 

• Tx frequency: 457.1875 MHz 616 
• Rx frequency: 457.1875 MHz 617 

Channel 13 – Fixed site repeaters 618 

• Tx frequency: 462.6375 MHz 619 
• Rx frequency: 457.1375 MHz 620 

Channel 14 – BA sector/functional roles 621 

• Tx frequency: 457.2375 MHz 622 
• Rx frequency: 457.2375 MHz 623 

Channel 15 – Service defined 624 

• Tx frequency: 450.1000 MHz 625 
• Rx frequency: 450.1000 MHz 626 

Channel 16 – Incident defined 627 

• Tx frequency: 464.1000 MHz 628 
• Rx frequency: 464.1000 MHz 629 

 630 

 631 

 632 
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